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PENETRATION TESTING

The purpose of a penetration test is to understand the exposures of a given
infrastructure and understand the true impact on the organization.

METHODOLOGY
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Executive Summary
Penetration Testing is an attempt to circumvent security controls and gain unauthorized

access to a system as an attacker. Lares identifies exposures and weaknesses to exploit given

systems, infrastructure, applications, or networks. These attacks attempt to gain control and

further penetrate the network.

Methodology Overview
Intelligence Gathering (OSINT)
Vulnerability Assessment & Threat Modeling
Exploitation
Post-Exploitation
Privilege Escalation
Persistence
Credential Access / Discovery and Lateral Movement
Command and Control
TTP Analysis
Reporting & Debrief

Lares uses a hybrid testing approach, a combination of PTES (Penetration Testing Execution

Standard) and MITRE ATT&CK. The Penetration Testing Execution Standard (PTES), a

standard that has gained wide adoption in the security community for a methodical way to

approach penetration testing, defines a penetration test as the ability to attack an

organization as an adversary to affect the company’s ability to generate revenue. 

Simply put, Lares is an adversary attempting the same type of breach attacks as a hacker

would by following a measurable and repeatable process for execution of the test. Lares will

also use the MITRE ATT&CK framework for post-exploitation activities to enrich the

repeatability, reproducibility, and synthesis of results. 

MITRE ATT&CK is a globally accessible knowledge base of adversary tactics and techniques

based on real-world observations. This linkage gives defense teams the maximum ability to

reproduce the artifacts of the attack at each stage. It provides appropriate guidance to tune

defensive protection and detection to the TTPs used in the forward cadence.

http://www.pentest-standard.org/index.php/Main_Page
https://attack.mitre.org/matrices/enterprise/


During this phase, Lares conducts reconnaissance of the Client and identifies any open-
source intelligence (OSINT) that may be applicable for attacking the organization. This
information helps determine the most impactful entry point into the organization or
infrastructure. Intelligence gathering relies heavily upon understanding the company and
how it conducts business on a broad scale. As an attacker, using this information is highly
beneficial in profiling how the attack will occur. This phase creates artifacts that test the
efficacy of active threat intelligence tools, information collection alerts, and other
active/passive interrogation controls.

Intelligence Gathering (OSINT)

Vulnerability Assessment & Threat Modeling
The vulnerability analysis phase focuses heavily on taking the information from the OSINT
phase and finding the best route to the organization. With the data provided, the team
analyzes all possible attack surface areas to determine vulnerabilities that may lead to the
exposure of sensitive data or direct access to the systems in scope. During a penetration test,
we are the attacker, and finding the maximum pathways into the organization is the top
priority. 

Understanding how the business functions and the systems in those areas are highly
important to the assessment. During this phase, the attack vectors are analyzed against their
potential impact on the business from a confidentiality, integrity, and availability standpoint. 

Attack paths are selected based on the threat to the company using the previously collected
information measured against standard threat modeling trees. After this process is complete,
engineer validate/invalidate each proposed attack path/tree to determine its viability.
Appropriate attack paths are then moved to the exploitation phase. 

Note: Unless specifically requested by the client, Lares does NOT validate any Denial-of-service
exploitation conditions and traffic-based oversubscription. 

This phase creates artifacts that test the efficacy of network-based controls, vulnerability
management, UBEA, and other inline controls. 



The exploitation phase builds upon the
vulnerability assessment and threat modeling
phase. The team executes known safe
exploitation techniques against various
environmental vulnerabilities within the
organization. The overall focus of this
penetration test phase is establishing access to
a system or resource by bypassing security
restrictions. If the initial vulnerability analysis
was performed properly, this phase becomes
a well planned precision strike. 

The focus is to identify the information,
leakage, footholds, and pivot points to allow
for post-exploitation activities. 

This phase will creates artifacts that test the
efficacy of host-based protection/detection
tools, inline exploitation detection, and exploit
protection controls.

If the exploit has the potential to cause loss of
availability, Lares communicates this before
running any system-limiting attacks. At that
point, an agreement between Lares and the
Client is determined to run outside of regular
business hours or conducting a manual
validation of the exposure. 

Lares prides itself on taking due care and
diligence when performing these attacks.

Exploitation



Lares employs multiple commercial, open-
source, and private frameworks to simulate
the various phases of post-exploitation. A
PTES and MITRE ATT&CK hybrid methodology
is aligned to the forward operation/cadence to
create a repeatable process. 

This allows the offense and defense teams to
have a common body of knowledge to protect,
detect and respond to each tactic used in the
chain to gain access to the “goal” resources.

Post-Exploitation

Once successful exploitation occurs, a general
analysis of the access occurs. This includes
various intelligence-gathering activities,
enumeration of access, and environmental
awareness activities. Next, the privileges will
be analyzed to determine the ability to access
the “goals” previously set in the test. 

If access is insufficient, privilege escalation
activities develop the required privileges.
Privilege escalation consists of techniques
adversaries use to gain higher-level
permissions on a system or network. 

Adversaries often enter and explore a
network with unprivileged access but require
elevated permissions to follow through on
their objectives. Common approaches take
advantage of system weaknesses,
misconfigurations, and vulnerabilities. 

Privilege Escalation



Examples of elevated access include: 
SYSTEM/root level
local administrator
user account with admin-like access
user accounts with access to a specific system or performs a particular function 

These techniques often overlap with Persistence techniques, as OS features that let an
adversary persist can execute in an elevated context. 

This phase creates artifacts that test the efficacy of host-based protection and detection
(AV/EDR) tools.

After gaining initial access and establishing the
ability to elevate privileges, Lares initiates
persistence mechanisms within the environment.
Persistence consists of techniques that adversaries
use to keep access to systems across restarts,
changed credentials, and other interruptions that
could cut off their access. 

Persistent methods include access, action, or
configuration changes that facilitate a foothold on
systems, such as replacing or hijacking legitimate
code or adding startup code. This activity mimics
the actions of a range of threat actors based on the
sophistication of the persistence mechanism
deployed. 

Some are tied directly to the initial compromised
host, and others are asynchronously attached to a
fully separate attack chain and external
infrastructure. This allows for the maximum level
of value to be observed in a  digital forensics and
incident response (DFIR) exercise to hunt the
previous activity. 

This phase creates artifacts that test the efficacy of
host-based protection and detection tools.

Persistence



Once multiple types of persistence are established,
further access to the environment are pursued. This
action takes the credentials exposed as part of the
previous stages of the attack and uses them to determine
the ability to access other machines, domains, and
network segments. 

In addition to direct access, various discovery
techniques will be used to map out the technology in
place, privileges, and architecture. Following this
methodology gives numerous artifacts of methods used
to increase the attacker's understanding of the attack
surface and indicators of attack for the defensive team
to alert. 

Finally, once credential access and discovery are  
completed, the engineers develop a lateral movement to
exploit the environment further. Lateral movement
consists of techniques that adversaries use to enter and
control remote systems on a network. Following through
on the primary objective requires exploring the network
to find its target and gaining access to it. Reaching the
goal usually involves pivoting through multiple systems
and accounts to gain. 

Adversaries might install remote access tools to
accomplish lateral movement or use legitimate
credentials/protocols with native network and operating
system tools. These techniques  also directly correlate to
potential defensive improvements in detection,
protection, and speed of response. 

This phase provides artifacts across the east/west traffic
monitoring tools, UBEA, host-based tools, and network
visibility tools.

Credential Access / Discovery and
Lateral Movement



While the previous phases focus on gaining and developing access, exfiltration explicitly focuses on
the extraction and transfer of data selected by the client as part of the “goals” of testing. 

Exfiltration consists of techniques adversaries may use to steal data from your network. Once they
have collected data, adversaries often package it to avoid detection while removing it. 

This can include compression, encryption, and alternate data streams. Getting data out of a target
network typically involves transferring it over their command and control channel or an alternate
channel. They may also include putting size limits on the transmission. 

This phase will test controls within the DLP, host, and networked-based technologies.

Exfiltration

Command and Control (C2) consist of techniques that adversaries may use to communicate with
systems under their control within a victim network. Adversaries commonly attempt to mimic
normal, expected traffic to avoid detection. 

There are many ways an adversary can establish command and control with various levels of stealth
depending on the victim’s network structure and defenses. 

After conducting the previous activities, Lares tests different C2 connections to determine the ability
to make uninterrupted connections to the engineering extranet.

This stage determines the effectiveness of client-side and network infrastructure controls to mitigate
malware inside the network and detect/prevent data exfiltration through the perimeter. Lares places
C2 beacons of various sophistication to test the detections and protections. These C2 tools attempt to
communicate with a command and control server owned and operated by Lares on the Internet using
multiple protocols and data streams. Lares monitors the server and client to determine the level of
interaction achieved by the C2 and uses this information to determine where weaknesses in current
security control measures exist. Below are examples of the client-side C2 testing that LARES will use:

HTTP/S
DNS
HTTP/2
Multiple Protocol type connections
Custom Port usage
ICMP, TCP, and UDP connections

Command and Control



This phase tests controls within the DLP,
East/West network traffic monitoring, proxies,
passive vulnerability analysis, passive traffic
inspection tools, and ingress/egress controls.

Adversary tactics, techniques, and procedures
(TTPs) are an effective method for detecting
malicious activity. This approach is effective
because the technology on which adversaries
operate (e.g., Microsoft Windows) constrains
the number and types of techniques they can
use to accomplish their goals post-
compromise.

There are a relatively small number of these
techniques, and they occur on systems owned
by the victim organization. All adversaries
must either employ these known techniques
or expend vast resources to develop novel
techniques regardless of their capabilities or
strategic mission objectives.

TTPs used throughout the exercise are
cataloged with an associated execution
timeline. The client is be provided a matrix of
TTPs used to include a narrative of the attack,
a description of the technology, a definition of
the time the TTP was used, and suggestions on
how the Client could protect/detect/improve
the quality of response.

TTP Analysis



A detailed report will be delivered following the ISACA IT Audit Framework (ITAF) Reporting
Standards. The report will include:

Scope
The identification or description of the activities, the period under review and the
period when the engagement was performed, the nature and extent of the work
performed, and any qualifications or limitations in scope.

Summary
A summary of the work performed to help better understand the nature of the
assurance provided.

Control deficiencies
Management shall be made aware of internal control deficiencies that are less than
significant but more than inconsequential.

Observations, findings, conclusions, and recommendations
Findings, conclusions, recommendations, and cost estimates (if available) shall be
provided for corrective action.

At the end of a Lares Penetration Test engagement a detailed debrief session with
management and key stakeholders is always held to address any questions, comments, or
concerns regarding the exercise.

Reporting

Lares is a company that uses PTES (Penetration Testing Execution Standard) and MITRE
ATT&CK framework to test security controls and gain unauthorized access to systems. We
attempt to attack an organization as an adversary in order to affect the company’s ability to
generate revenue. Lares also uses the MITRE ATT&CK framework for post-exploitation
activities in order to enrich the repeatability, reproducibility, and synthesis of results.

 If you want to learn more about penetration testing or how our experts can help scope and
execute an effective test for your business, please contact us. We would be happy to discuss
the many ways in which we can help keep your organization safe. Thank you for reading!

Conclusion
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